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Problem 1 You have intercepted the ciphertext avvlhzf and you believe
that the Shift cipher has been used.

Find a plausible decryption.

Problem 2 Consider the group G = F∗
47 with generator g = 5.

a) Use Shank’s Baby-step Giant-step algorithm to show that log5 43 = 13.

b) You get to know that
383 · 435 = 524.

Use this to find log5 38.

Problem 3 Let F be the finite field with 29 elements. We embed the English
alphabet in this field in the usual way: a 7→ 0, b 7→ 1, and so on.

Consider the one-time MAC f : F2 × F4 → F given by

f((k1, k2), (m1,m2,m3,m4)) = k2 +
4∑

i=1
mik

i
1.

You intercept two transmissions (kelp, 22) and (help, 19). You suspect that the
first message was mistyped and that the second message is a correction. You also
suspect that the tags were created with the same key (k1, k2).

Find (k1, k2).

Problem 4 Let n = 1363.

a) Given the integer matrix 
2 1 1 0 1
3 3 0 0 0
2 0 2 1 0
3 1 0 1 0
1 0 1 1 1

 ,

Find two non-empty collections of matrix rows that sum to ~0 modulo 2.
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Let `1 = 2, `2 = 3, `3 = 5, `4 = 7 and `5 = 11.

b) Find 5 relations on of the form

r2 mod n =
5∏

j=1
`

sj

j .

Use 275, 483, 640, 647 and 961 as r.

c) Use the relations you found above and the results from a) to find two pairs
(r, t) such that

r2 ≡ t2 (mod n).

Use one of these pairs to factor n.

Problem 5 Let p, q be distinct large primes, and let n = pq. Let A,B ∈ Z.
Note that as usual we will consider A,B to be elements of Fp, Fq and Zn as needed.

You may assume that the equation Y 2 = X3 + AX + B defines an elliptic curve
over both Fp and Fq. We denote these curves by Ep and Eq, respectively.

The Chinese remainder theorem gives us a ring isomorphism φ : Fp × Fq → Zn.
We can extend this to a ring isomorphism φ : F2

p × F2
q → Z2

n as

φ((xp, yp), (xq, yq)) = (φ(xp, xq), φ(yp, yq)).

Define

Up = {(x, y) ∈ F2
p | y2 = x3 + Ax+B}

Uq = {(x, y) ∈ F2
q | y2 = x3 + Ax+B}

Un = {(x, y) ∈ Z2
n | y2 = x3 + Ax+B}

Note that the first two are the sets of non-zero rational points on the elliptic curves
Ep and Eq.

a) Show that φ(Up × Uq) = Un, that is, the image of the cartesian product
Up × Uq under φ is Un.
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We shall consider the formula for addition of elliptic curve points with distinct
X-coordinates. Given (x1, y1) and (x2, y2), we define (x3, y3) using

α = y2 − y1

x2 − x1
x3 = α2 − x1 − x2 y3 = α(x1 − x3)− y1 (1)

When x2 − x1 is not invertible, (1) cannot be evaluated.

b) Let Pp, Qp ∈ Up and Pq, Qq ∈ Uq, and define P = (x1, y1) = φ(Pp, Pq) and
Q = (x2, y2) = φ(Qp, Qq). Suppose x1 6= x2.
Show that if (1) can be evaluated, then

(x3, y3) = φ(Pp +Qp, Pq +Qq).

Also show that if (1) cannot be evaluated, then you can use x1 and x2 to
factor n. In this case, what can you say about the X-coordinates of Pp, Qp,
Pq and Qq?

c) Let Pp ∈ Up be a point on Ep with order a, and let Pq ∈ Up be a point on
Eq with order b. Suppose b does not divide a. Define Qp = (a − 1)Pp and
Qq = (a− 1)Pq, and let

P = (x1, y1) = φ(Pp, Pq) Q = (x2, y2) = φ(Qp, Qq).

Show that Qp = −Pp, that x1 6= x2, but that (1) cannot be evaluated.

PS. The above results are interesting, because with just a few more ideas, the
above ideas can be turned into a factoring algorithm with very useful properties.


