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Problem 1 We have that p = 271 is a prime, that g is a generator for F∗p and
x ∈ F∗p.

a) You observe that g147x3 = 1. What do you know about logg x?

Let g = 6 and x = 51.

b) Use the Pohlig-Hellman algorithm to compute logg x.

c) Use Shanks’ Baby-step Giant-step algorithm to compute logg x.

Note: You may not use information from one of the above problems to simplify the
solution of the other three problems. However, the answers should be consistent,
and you may use information from the other problems to check your answers.

Problem 2 Consider the elliptic curve E : Y 2 = X3 + 2X + 9 defined over
F19. The curve has 23 rational points and the points P = (3, 17), Q = (17, 15)
and R = (14, 8) all lie on the curve.

a) Show that 5P + 2R = O.
Hint: You may use that 4P = (6, 16).

b) Suppose you also know that 7P + 3R + 4Q = O. Find logP Q.

Problem 3 In this problem, we are going to talk about blind signatures. The
point of blind signatures is that Bob has a signing key. Alice would like Bob to
sign her message, and Bob is willing to sign her message. However,

• Alice does not want Bob to know what her message is; and

• Bob does not want Alice to get signatures on more than one message.

(This may sound crazy, but blind signatures are useful in areas such as elections
and financial systems.)
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a) We can use a variant of RSA signatures to create blind signatures. Let h
be a suitable hash function. Bob creates his signing key sk = (n, d) and
verification key vk = (n, e) as usual for RSA. An integer 0 ≤ σ ≤ n is a valid
signature on a message m if σe ≡ h(m) (mod n).
To get a signature on a message m

• Alice chooses a random number 0 < r < n (such that gcd(r, n) = 1)
and computes t = reh(m) mod n. She sends t to Bob.
• Bob computes τ = td mod n. He sends τ to Alice.
• Alice computes σ = τr−1 mod n.

Show that σ as computed is a valid signature on m.
Explain why Bob learns nothing about m during this exchange.

We could also try to use a variant of Rabin signatures. In this case, we consider
RSA moduluses like the following: Let p and q be large primes such that (p−1)/2
and (q − 1)/2 are also prime. Let n = pq.

b) Show that any square modulo n has order dividing (p− 1)(q − 1)/4.
Suppose z is a square modulo n. Show that Bob (who knows p and q) can
easily compute a square root of z modulo n.

c) Suppose x is a number such that the Jacobi symbol
(

x
n

)
= 1. Show that

either x or −x is a square modulo n.

Bob’s verification key will be n, and Bob’s secret key will be (p, q).

Bob also needs a special hash function hn such that for all messages m with
y = hn(m), the Jacobi symbol

(
y
n

)
= 1. (You do not need to consider how to

construct such a hash function.)

d) An integer σ is a valid signature on a message m if σ2 ≡ ±hn(m) (mod n).
To get a signature on a message m

• Alice chooses a random number 0 < r < n such that gcd(r, n) = 1 and
the Jacobi symbol

(
r
n

)
= 1 and computes t = r2hn(m) mod n. She

sends t to Bob.
• Bob computes τ such that τ 2 ≡ ±t (mod n). He sends τ to Alice.
• Alice computes σ = τr−1 mod n.
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Show that σ as computed is a valid signature on m.
Explain how Alice can cheat to recover p and q with high probability, and
thereby get signatures on any number of messages of her choice.

Problem 4 In this problem, we shall consider Lamport’s one-time signatures.
This scheme is interesting because it is very fast and it relies only on a one-way
hash function. Let h : S → T be a hash function.

To create her key pair, Alice chooses n pairs of values (a1,0, a1,1), (a2,0, a2,1), . . . , (an,0, an,1)
from S at random. She computes n pairs of values (x1,0, x1,1), (x2,0, x2,1), . . . , (xn,0, xn,1)
as xi,b = h(ai,b). Her verification key is vk = ((x1,0, x1,1), (x2,0, x2,1), . . . , (xn,0, xn,1)),
her signing key is sk = ((a1,0, a1,1), (a2,0, a2,1), . . . , (an,0, an,1)).

The signature on a message (m1,m2, . . . ,mn) ∈ {0, 1}n is (a1,m1 , a2,m2 , . . . , an,mn).

To verify a signature (z1, z2, . . . , zn) on a message (m1,m2, . . . ,mn), Bob checks
that h(zi) = xi,mi

, i = 1, 2, . . . , n.

Suppose Alice signs the two messages (m1, . . . ,mn) and (m′1, . . . ,m′n) that differ
in at least two positions. Explain how Eve can use these two signatures to create
a forged signature on a third message (m′′1, . . . ,m′′n).


