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Convention:
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Problem 1

a) What are the sizes of the key spaces (counting the trivial keys) of the affine
cipher and the substitution cipher (for English)?

b) Eve captured a ciphertext GGNCGQRH sent from Alice to Bob, encrypted
using the Hill cipher of rank 2 (i.e. encrypting by multiplying a 2 × 2 matrix
M on the right). She somehow got the partial plaintext ??ne??rl. Find the
rest of the the plaintext.

Problem 2 What does the prime number theorem say? Explain how to use
the theorem to estimate how many 50 digits primes there are. (You do not need
to calculate the concrete number.)

Problem 3 What are the properties a cryptographic hash function should
have? (It is not sufficient to list the names of the properties. You should explain
each property in detail.)

Problem 4

a) There is an army of x soldiers, where x is around 1000 (i.e. ±100). When the
soldiers are divided into groups of 23, there are 12 soldiers remaining. When
the soldiers are divided into groups of 29, there are 15 soldiers remaining.
What is x?

b) Calculate (X2 +1) · 1
X

in GF(28) = Z2[X]/(f(X)), where f(X) = X8 +X4 +
X3 +X + 1.
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Problem 5

a) Find all primitive roots modulo 11.

b) Suppose we have a primitive root α of p = 216 + 1. Is α3 a primitive root of
p? How about α14? How many primitive roots modulo p are there?

c) It is known that 8 is primitive root modulo 101 and log8 24 = 24 for 101.
Calculate log8(−5).

Problem 6

a) In the RSA scheme the public key is (n = 209, e = 19). Encrypt the message
m = 2.

b) It is known that in the RSA scheme, a decryption key might appear as a
denominator in the continued fraction of e

n
. Use this fact to find a decryption

key of the public key (n = 90331, e = 53611).


