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EXAM in TMA4155 Cryptography, introduction
English

Wednesday 1 December 2010
09:00 – 13:00

Permitted support materials (code D): Approved calculator.

All answers must be justified. See also a note on notation at the end.

Grades available: 22 December 2010.

Problem 1 In a Diffie–Hellman key exchange with prime p = 101 and gener-
ator g = 2, Alice’s public key is A = 34 and your private key is x = 9. What is
your public key, and what is the secret key you share with Alice?

Problem 2

a. The ciphertext BZHUSHYNRZERWN was encrypted using an affine cipher. Find
the corresponding plaintext. It is known that the plaintext is in LOLcat
English, and therefore begins with ican.

b. Explain how the Vigenère cipher works, and briefly describe one method for
guessing the length of the key from a Vigenère ciphertext.

c. The ciphertext YSCATEJYCWPANAFJCGXPYXTJDMPTVCSHGYSQYLRNDRNNQ was
encrypted using a Vigenère cipher. It has already been established that
the first letter of the key is F, and that the key length is 3. Complete the
cryptanalysis to find the full key and decrypt the ciphertext. Hint: The
most common letters in the English alphabet are e, t, a, o, i, n, s, h, r
in decreasing order of frequency. (Solving this can be time consuming, so
maybe you should leave it to the end, in case you run out of time.)

The following table is included for your convenience.

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

The problems continue on the back of the sheet.
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Problem 3 The number 24881 is the product of two primes that are relatively
close together. Find the two primes.

Explain briefly why it is important that the two primes p and q in an RSA modulus
pq should be far apart.

Problem 4 Assume throughout this problem that p = 2q + 1 be a safe prime,
where q is the corresponding Sophie Germain prime.

a. What is meant by the order of some x ∈ Z∗p? What are the possible values
of this order? What does it mean to say g is a primitive root modulo p
(synonymously, a generator of Z∗p)?

b. Show that 2 is a primitive root modulo 107. Also, compute 234 mod 107.

c. With the aid of the computed value of 234 mod 107, determine x ∈ Z106 so
that 2x ≡ 3 (mod 107). Without doing any further computation, can you
decide whether or not 3 is a primitive root modulo 107?

Assume that g and h are quadratic residues modulo p, neither of them congruent
to 0 or 1 modulo p. A Pedersen commitment to a message x ∈ Zq is given by

c = grhx mod p

where r ∈ Zq is chosen at random. To convince anybody that the message x is the
message that c was a commitment to, one must reveal both x and r.

d. Briefly explain why knowledge of a Pedersen commitment c does not yield
any knowledge of the corresponding message x, even to an adversary with
infinite computing power.

e. Using the Pedersen commitment scheme with p = 107, g = 4, and h = 9,
commitments have been computed for two different messages: x = 10 with
r = 22, and x′ = 42 with r′ = 8. In both cases, the resulting commitment
turned out to be c = 47. Use this to solve the equation

9z ≡ 4 (mod p).

What is the lesson from this about g and h in the general Pedersen commit-
ment scheme?

Notation used in this problem set includes:

Zn =
{
0, 1, 2, . . . , n− 1

}
, Z∗n =

{
x ∈ Zn : gcd(n, x) = 1

}
.


