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All answers should be explained.

Problem 1

Assume the RSA public key is given by (n, e) = (527, 11).

a) Determine the corresponding RSA private key.

b) Explain how RSA encryption and decryption works in general. Compute the
encryption of the message m = 3.

Problem 2

a) Explain, how encryption and decryption proceeds with a block cipher running in
cipher block chaining (CBC) mode. Explain also what can be done if the length of
the message m is not divisible by the blocklength.

b) Fix c0 = 0 as initialization vector. Let Ek be the encryption algorithm for a fixed
key k. For a message m = m1‖ . . . ‖mt define h(m) = ct, where ct is the last block of
the cipher text obtained as in the first part. (Ignore padding.) Discuss whether or
not h is a good candidate for a hash function. For any m = m1‖ . . . ‖mt (t ≥ 2) find
a message m′ such that m′ 6= m and h(m′) = h(m).
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Problem 3

a) Use the Chinese Remainder Theorem to find a solution of the following system:

x ≡ 1 mod 3
x ≡ 2 mod 5
x ≡ 4 mod 7

b) Let p = 23, and α = 5. Show that α is a primitive root mod p. (What is the
order of α?)

c) Compute L5(13) (the discrete logarithm of 13 to base 5 mod 23) using Shanks’
baby-step giant-step algorithm.

d) Factor n = 217 using Pollard’s ρ (rho) algorithm. (Use 2 as starting values.)

Problem 4

a) Alice’s ElGamal public key is (p, α, β) = (17, 3, 6). Bob is confused which of two
different ElGamal signatures (without hash) for the message m = 12 he wrote down
is the correct one: one of these possible signatures has appendix (r, s) = (13, 7), the
other (r, s) = (12, 8). Check which of them is the valid signature.

(Hint: v1 ≡ βrrs, v2 ≡ αm mod p.)

b) Suppose a second message m′ = 7 is signed with signature (r′, s′) = (12, 15). Find
(together with the knowledge from the first part) the secret integer k.

(Hint: In the ElGamal signature scheme, s ≡ k−1(m− ar) mod p− 1.)


