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Problem 1

In this problem, we will work with the English alphabet containing the 26 letters A, B,
C, . . . , Z.

a) Suppose you have a pseudo-random number generator that takes as input a
secret key, an initialization vector and a count n, and outputs a sequence of
numbers z1, z2, . . . , zn, 0 ≤ zi < 26. Explain how you can use this to create a
cryptosystem that accepts messages composed of the letters A, B, C, . . . , Z.

b) Alice and Bob communicate using such a cryptosystem. You know that that the
first 14 letters of a ciphertext make up the initialization vector. Alice has sent the
following two ciphertexts to Bob:

BGTGTTFZFHGVRY CXXEHQTBEAWAWX
BGTGTTFZFHGVRY HTJBFAEHBIDWIOH

Recover the messages. Can you tell which message belongs to which ciphertext?

Hint: The first or the second message may include the string AES.

c) If initialization vectors are chosen as random character strings of length 14, give a
rough estimate for how many ciphertexts one must send before it is likely that
initialization vectors are reused.
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Problem 2

For this problem, let p = 47 and q = 23.

a) What does order modulo p mean?

Show that g = 2 has order q modulo p.

The formulae for DSA signing are:

r = (gk mod p) mod q, s = k−1(m + ar) mod q.

The formulae for DSA verification are:

u = s−1m mod q, v = s−1r mod q, r
?
= (guxv mod p) mod q.

b) Determine which (if any) of the following are valid DSA message-signature pairs
for the public key (47, 23, 2, 7):

(13, (13, 14)) (12, (13, 14))

c) Compute the discrete logarithm of 7 to the base 2 modulo 47 using Shank’s
Baby-step Giant-step algorithm.

d) Use the discrete logarithm found to sign the message m = 11. (Choose k = 9.)

Problem 3

a) Let p = 19 and q = 23. Choose a suitable e and complete the RSA key
generation.

b) Describe how the RSA signature scheme (without hash function) works, and
explain how you can construct a valid message-signature pair for the public key
(1000216006039, 5).

c) Consider the public key (7859101, 5). You observe the valid signature 6717425 for
the message 555. Find a valid signature for the message 835472.

Hint: What is 555 · 835472 modulo 7859101?


