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Formal Verification

What
Checking/generating proofs using computers

Why

Humans make mistakes, both in implementation and security proofs
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Formal Verification

What
Checking/generating proofs using computers

Why

Humans make mistakes, both in implementation and security proofs

EasyCrypt is a proof assistant for writing machine-checkable security proofs.
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Hoare Logic

{P}C{Q}, where Cis a program and P and @ are predicates over program state

Semantics of Hoare Triples

For every initial state such that P holds then when running C' if we terminate
Q holds for the final state.
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Hoare Logic

{P}C{Q}, where Cis a program and P and @ are predicates over program state

Semantics of Hoare Triples

For every initial state such that P holds then when running C if we terminate
Q holds for the final state.

{PYF{Q} {Q}S{R}

{P}skip{P} {Ple/z]}z = e{P} {P}F; S{R}
{PABIF{Q} {PA-B}S{Q} Pr=pr {PiC{Q} Q=
{P}if B then F else S{Q} {P}C{Q"}
{P A B}C{P} {truelabort{false}

{P}while B do C{P A B}
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Probabilistic Hoare Logic

{PrefQy = p

For all initial states such that P holds, when running C we terminate with a
final state satisfying Q with probability at least p.
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Probabilistic Hoare Logic

{PIC{Q} >p

For all initial states such that P holds, when running C we terminate with a
final state satisfying @ with probability at least p.

{P}C{Q} >p {P}C{R} >¢
{Tic{Lr>o {PIC{QAR} >p+q—1
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Correctness for encrypting twice
NestedCorrect®52 (m)

Skl,pkl <3 Slng
Skg,pk)g —3$85.KG

Correct® (m) c1 <3 S1.Enc(pk1,m)
sk,pk <3 S.KG co <3 So.Enc(pka, c1)
¢ <% S.Enc(pk, m) ¢y <$ Sy.Dec(ska, co)
m' < S.Dec(sk, c) m' <+ Sy .Dec(sky,c})
r <« (m' =m) r <« (m' =m)
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Correctness for encrypting twice
NestedCorrect®52 (m)
sky,pky <$ S1.KG
ska, pka <3$ S2.KG

Correct® (m) c1 <3 S1.Enc(pk1,m)
sk,pk <3 S.KG co <3 So.Enc(pka, c1)
¢ <% S.Enc(pk, m) ¢y <$ Sy.Dec(ska, co)
m' < S.Dec(sk, c) m' <+ Sy .Dec(sky,c})
r <« (m' =m) r <« (m' =m)

Va, {m = z}Correct™ {r = T} A (V2/, {m = 2'}Correct® {r = T}) =
{m = x}NestedCorrect®:52(m){r = T}
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Correctness with Nesting

{Tsk, pk, < S.KG{
Vsk!, Vpk/, ¥m', sk = sk’ A pk = pk’ =
{pk = pk' Am = m’}S.Enc{
v, c=c =
{c =}8.Dec{m = m'}
¥
}
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Correctness with Nesting

{Tsk, pk, < S.KG{
Vsk' Vpk', ¥, sk = sk’ A pk = pk/ =
{pk = pk' Am = m’}S.Enc{
v, c=c =
{c =}8.Dec{m = m'}
¥
}

{P}Cy; C2{ R}
{P}C1{3Q,Q N{Q}Co{R}}
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Correctness with Nesting

{T}sk, pk, «$ S.KG{
Vsk', Vpk', Vm/, sk = sk’ A pk = pk’ =
{pk = pk' Am = m’}S.Enc{

v, c=c =
{c =}8.Dec{m = m'}
}
}
{P}C1; Co{ R} Va, {P}C{R(z)}
{PIC1{3Q, @ N{Q}CH{R}} {PrC{Ve, R(x)}

@ NTNU | séonanirecimons



Partial Correctness

{T }sk, pk, <3 S.KG{
Vsk', Vpk',Vm/, sk = sk’ A pk = pk’ =
{pk = pk’ Am = m/}S.Enc{

Ve,ce=d =
{c =}8.Dec{m =m'} > p3
} > p2
} >
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Questions?
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[1]

Gilles Barthe. An introduction to relational program verification. URL:
https://software.imdea.org/“gbarthe/__introrelver.pdf.
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